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PURPOSE

To provide Division members guidelines and procedures on the use of Automatic License Plate Readers
(ALPR), management of ALPR data, and maintenance of ALPR equipment.

POLICY

ALPR technology has enhanced law enforcement’s ability in various ways, to include, but not limited to,
detecting violations of the law, recovering stolen property, apprehending fugitives, locating
missing/endangered persons and assisting in criminal investigations. Authorized users shall only use
ALPR systems for official law enforcement purposes as permitted by law. All data that is collected and
stored by an ALPR system shall be the property of the Police Division.

DEFINITIONS

ALPR System — A system of one or more high-speed cameras used in combination with computer
algorithms to convert images of license plates, vehicles, or a combination of both into computer-readable
data.

ALPR System Data — All forms of data collected or generated by an ALPR system, including images of
license plates, vehicles, any identifying characteristics of vehicles, the date, time, and location of an image,
and any peripheral images collected from which analytical data may be extracted.

ALPR Administrators — The Commander, Criminal Intelligence shall be responsible for the management
and administration of the Division ALPR systems. Designated Criminal Intelligence Unit members may
provide user account management services.

ALPR Read — Digital images of license plates, vehicles and associated data (e.g., date, time, and
geographic coordinates associated with the image capture).

ALPR Users — Authorized members utilizing the ALPR portal websites to access information and/or
conduct search functions for criminal justice purposes.

Audit Trail Data — All forms of data collected or generated by an ALPR system for purposes of producing
an audit trail.

Fixed ALPR system - ALPR cameras that are affixed to a structure, such as a pole or a traffic control
device.

Hit/Alert/Notification — An alert from an ALPR system that a license plate or vehicle matches a license
plate or vehicle in a database utilized by the ALPR system for comparison purposes.
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Hot Lists — License plate numbers and letters of stolen vehicles, vehicles owned by persons of interest and
vehicles associated with AMBER alerts that are regularly added to hot lists circulated among law
enforcement agencies. Hot list information can come from a variety of sources, including stolen vehicle
information from the National Insurance Crime Bureau and the National Crime Information Center
(NCIC), as well as national AMBER alerts and Department of Homeland Security watch lists. Law
enforcement agencies can also interface their own, locally compiled hot lists to the ALPR system. These
lists serve an officer safety function as well as an investigatory purpose. In addition to agency supported
hot lists, users may also manually add license plate numbers to hot lists in order to be alerted if a vehicle
license plate of interest is read by the ALPR system.

Portable ALPR System — ALPR systems that are self-contained, portable devices that may be relocated,
as needed, to address public safety/criminal concerns.

Mobile ALPR Maintainers — Designated individuals in specified units that will have the ability to enter
license plates into designated lists and manage data retention for the mobile ALPR system.

Mobile ALPR Operators — A user properly trained in the physical use of the Division’s mobile ALPR
system.

Mobile ALPR System — ALPR cameras that are affixed, either permanently (hardwired) or temporarily
(e.g., magnet-mounted), to a law enforcement vehicle for mobile deployment.

Private Entity ALPR system - A private entity may be, but not limited to, homeowner’s associations, gated
communities, shopping malls, other business establishments, or places of worship. These entities often
have information sharing agreements with law-enforcement agencies.

Person Associated with Human Trafficking — A person who is either a suspected victim or an alleged
perpetrator of either commercial sex trafficking or labor trafficking.

Query — A search of ALPR system data based on information entered by the user, including a full or partial
license plate number, any identifying characteristics of a vehicle, the date, time, or location of an image,

or any other data that is searchable within the ALPR system.

PROCEDURES

The following procedural guidelines have been established to ensure the proper use of ALPR systems.

Locations of fixed ALPR cameras will be determined based upon points of ingress and egress into and out
of the County, natural choke points where vehicle traffic must pass, and locations based upon criminal
activity or investigations supported by offense/call/traffic data.

L USE OF AUTOMATIC LICENSE PLATE READER SYSTEMS

A. Operation of any ALPR system is only permitted by authorized users for official law
enforcement purposes only as permitted by Virginia Code § 2.2-5517. No user may utilize
or authorize the use of the equipment, images, or database records for any other reason and
must complete a training session prior to the use of the ALPR equipment or related systems.
ALPR systems are used to identify vehicles, not people. Misuse of the ALPR systems or
data may result in disciplinary action and/or criminal and civil penalties.
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No one shall utilize ALPR systems for the purpose of interfering with individuals engaged
in lawful activities or tracking individuals on the basis of lawfully protected speech.

Users are required to have reasonable articulable suspicion for conducting a query or search
of an ALPR system. State law permits searches of ALPR systems for the following reasons:

1. As part of a criminal investigation into the violation of the Code of Virginia or any
ordinance of any county, city, or town where there is a reasonable suspicion that a
crime was committed (no federal investigations); or

2. As part of an active investigation into a missing or endangered person (including,
where needed in order to determine whether to issue an alert for such a person) or
a person associated with human trafficking; or,

3. To receive notifications for a missing or endangered person, a person with an
outstanding warrant, a person associated with human trafficking, a stolen vehicle
or a stolen license plate.

Users are prohibited from querying or downloading system data unless such data is related
to one of the purposes outlined in Section C above. Users may not use Division ALPR
systems for federal investigations of any nature.

All information necessary for the creation of an audit trail shall be entered in order to query
system data.

1. Users who conduct queries or searches in an ALPR system must provide the search reason.
At a minimum, searches must include the offense type and the reasonable articulable
suspicion for the search. (e.g., Stolen Auto — Victim reported vehicle stolen.)

2. Additionally, a case number or call for service number associated with the search will be
required. An official police record number (e.g., ICR, CAD, Warrant #, Arrest #, RP #, CS
Tip #, etc.) that is associated with each search or query in an ALPR system.

3. Generic reasons (e.g., investigation, stolen, drugs, CFS) are prohibited.

4. There are instances where a search may be conducted upon receiving a BOLO by
radio from another jurisdiction. In these cases, the reason field should include the
jurisdiction, BOLO, and call type (e.g., RPD BOLO Missing Person, CHET BOLO
Pursuit) and will require a report or CAD #. This may be achieved by entering a
markout or contacting that jurisdiction’s Communications center.

The use of and activity in ALPR systems by users will be logged and subject to periodic
audits occurring at least once every 30 days.

An ‘alert’, ‘hit’, or ‘notification’ resulting from an ALPR system shall not constitute
reasonable articulable suspicion to stop or effect an arrest. Prior to stopping a vehicle based
on a notification, users are required to:

1. Develop independent reasonable articulable suspicion to make a traffic stop; or,
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2. Confirm the license plate or identifying characteristics of a vehicle match the information
contained in the database used to generate the notification.

a. This confirmation procedure shall be an independent comparison of the ALPR
system alert and the corresponding hot list notification.

b. Law enforcement officers are encouraged to use radio communication to verify the
ALPR system alert.
HOT LISTS
A. When the ALPR system matches an alpha-numeric string from a hot list, a visual and/or

audible ‘alert” will be prompted. The user shall confirm a positive ‘hit’ prior to any
enforcement action being taken.

After confirming the plate and ‘hit’ status, a traffic stop may be conducted in accordance
with G-85 Traffic Law Enforcement, LP-57 Stolen Unauthorized Use Vehicles, and
LP-08A Vehicle Pursuits.

Mobile ALPR operators shall select “Action Taken”, “No Action Taken” or “False Hit” on
the ALPR portal website after their investigation.

ALPR wusers shall ensure entries into NCIC/VCIN hotlists are removed or make
notifications to the originating jurisdiction based on investigative efforts within 24 hours,
or as soon as practical, after such updates become available. For example, if a stolen vehicle
is recovered, the VCIN record will need to be updated to reflect the vehicle is no longer
stolen prompting VCIN removal. The Virginia State Police distributes updated NCIC hot
lists four times daily.

Access to make changes to the State Police Hot List will not be permitted by anyone other
than the administrators of the ALPR systems, at the direction of the vendor or the Virginia
State Police, to troubleshoot or resolve problems. No other users will attempt to make any
changes to the State Police Hot List. Any such attempts to do so shall be considered a
violation of G-46 Computer Use.

Authorized users are permitted to create ALPR system custom hot lists provided that the
license plate or vehicle description is entered for a permissible use outlined above in I. C.
The creator of the custom hot list must set an expiry date no longer than 90 days from the
date of entry and is responsible for maintaining up-to-date records as to the reason the
license plate was entered.

Manually entered license plate lists shall contain at a minimum:

1. Supporting information regarding why a particular license plate is on a specific hot list.
2. Vehicle description (year, make, model, and color)

3. Legal reason for entry

4. Valid case number or CAD/Incident number
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ALPR MAINTAINER PERSONNEL

Only trained and authorized personnel shall be designated ALPR Maintainers with the authority
to enter/remove data from the ALPR system. The authorized data entry personnel may include:

A.

Criminal Intelligence Unit (CIU) — Commander, Sergeants, Station Intelligence Detectives,
and;

Patrol — Watch Commanders; and

Criminal Investigations — CIS and OCS Commanders and Sergeant, Gang Investigations
Team.

DATA STORAGE AND RETENTION

A.

ALPR collected data, storage and retention requirements are governed by the Virginia Code
§2.2-5517.

1. System data collected by ALPR fixed and portable systems are maintained by the Division
in its original read format for 21 days. Internal data storage settings of Division mobile
ALPR systems shall be set to purge data within 21 days of its collection.

2. Audit trail data shall be purged after two years of the date of its capture and rendered non-
recoverable in accordance with Virginia Code § 2.2-5517, section E.

ALPR system and audit trail data is owned by the Division.

The Division may retain ALPR data that relates to a specific, on-going, criminal
investigation, prosecution, or civil action until (1) the investigation ends without charges;
or (2) a final disposition is made in any criminal or civil matter related to the data including
any direct appeals or writs of habeas corpus (refer to Virginia State Code § 2.2-5517 (E
and G) and/or G-65 Document Retention and Destruction).

DATA SHARING AND DISSEMINATION

A.

Security procedures to protect the ALPR system, system data, and audit trail data from
unauthorized access, destruction, use, modification or disclosure are in place for Division
ALPRs. ALPR data is categorized as ‘for official use only.” All collected data will be
maintained on a server that is not connected to, or shared with, other law enforcement
databases. The server will be able to provide an inquiry tool, history tracking, and reporting
protocols for the entire ALPR systems. Ensuring ALPR data remains secure builds public
confidence in this technology. Unauthorized dissemination of the data is prohibited. Users
shall be governed by G-26 Dissemination and Security of Information.

Access to ALPR data is controlled by multifactor authentication on all Division computers,
including mobile data computers (MDC). Individual usernames and passwords are required
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for security and access to ALPR systems. Sharing of access credentials is prohibited and
will be subject to disciplinary action.

C. ALPR system and audit trail data is not subject to release under the Freedom of Information
Act (FOIA).
D. The Division may share ALPR system data with:
1. Another law enforcement agency as defined by Virginia Code § 2.2-5517 for one of the
permissible use reasons outlined above in section I. C.,
2. A Commonwealth’s Attorney for one of the permissible reasons outlined above in section
I.C. or for complying with discovery or a court order in a criminal proceeding; defendant
or defense counsel for purposes of complying with discovery or a court order in a criminal
proceeding,
3. A vendor for maintenance or quality assurance purposes, and/or
4. To alert the public to an emergency situation, a missing or endangered person, a
person associated with human trafficking, or a person with an outstanding warrant.
5. The Division will not share or sell system data or audit trail data to any other state,
federal, private, or commercial entity.
OPERATOR/USER TRAINING
A. All users must receive standardized training prior to using or accessing the ALPR systems.
B. ALPR standardized training shall include:
1. The purpose of the ALPR policy,
2. Appropriate reasons for the use of ALPR data,
3. Appropriate reasons for the searching of ALPR data,
4. Verification of hits/alerts/notifications from an ALPR system, and
5. Security and dissemination of ALPR data.
C. Training and updates concerning ALPR systems shall be coordinated through the Training
Unit by the ALPR Manager (or their designee).
D. The Training Unit will be responsible for the maintenance of all training records associated
with the ALPR program.
ALPR MAINTENANCE
A. Any damage to ALPR system hardware shall be reported to the Criminal Intelligence Unit

immediately by emailing case ud@henrico.gov. Damage to equipment from a vehicle
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crash shall be reported on the FR300 in the damage to property field. Damage to equipment
in other circumstances (e.g., weather, vandalism) shall be reported on an ICR.

B. Technical questions regarding the vehicle ALPR systems shall be directed to the
Commander, Criminal Intelligence or the Department Technology IT Manager, Police
Information/Technology Unit.

C. Issues regarding the vehicle mobile ALPR software shall be directed to the Police
Information/Technology Unit via entry of a Help Desk ticket.

IX.  ALPR AUDITS

The Commander, Criminal Intelligence will be responsible for audits of Division ALPR systems
and will conduct an audit at least once every 30 days. The documented audit is designed to ensure
proper use of the ALPR systems to cover the following use areas: system users, queries conducted,
and sharing with other agencies. ALPR administrators may download audit trail data for the
purpose of generating audit reports.

By Order of:

Eric D. English
Chief of Police
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