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Background:
RBS System

The Henrico Real Estate Billing System (RBS):

T• Replaced the RET System which ran on a Unix-based server that is 
no longer supported by the vendor.

• Implemented February 2010.

• A client /server system from PCI, LLC.

• First billing performed by this system was the delinquent Real Estate 
Tax billing in February 2010.  This was followed by the first half Real 
Estate Tax billing due in June 2010.

• A second phase of implementation  related to personal property and 
business license modules was in process during the audit.
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Background:
REAP

Real Estate Advantage Program (REAP):

• ursuant to the Henrico County Code, persons qualifying or exemption are Pursuant to the Henrico County Code, persons qualifying for exemption are 
deemed to be bearing an extraordinary real estate tax burden in relation to 
their income and financial worth. 

• REAP is a tax exemption for
– qualified seniors, 
– residents that are 100 percent permanently and totally disabled, and their spouses 

• Maximum taxable income is $67,000 
• Maximum net worth allowed is $350,000 
• Maximum exemption awarded is $3,000 
• Filin  deadline is A ril 1st
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g p
• 2011 – 6,213 approved applications, $8,734,246 total tax relief 

REAP Applications are entered into the REAP Module of RBS.

Background:
Disabled Vets

Disabled Veterans Real Estate Tax Exemption

• Article X, Section 6-A of the Constitution of Virginia was amended to allow 
tax exem tion for real ro ert  of a disabled veteran and his/her s ouse for p p p y p
tax years on or after January 1, 2011. 

– The veteran must be rated by the U.S. Department of Veterans Affairs (or its successor 
agency) to have a 100 percent service-related, permanent and total disability to qualify. 

• Applies to the principal residence and up to a maximum of 10 acres of land 
upon which the dwelling is situated. 

• Requires a one-time filing.

• The veteran will be required to notify the County if there is a change in their 
principal residence. 
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• Allows for the surviving spouse of a veteran, who died on or after January 1, 
2011 to continue the exemption so long as he/she does not remarry and 
continues to occupy the principle residence.

• 2011 - 135 approved applications, $241,919 estimated total tax exemption.
– Applications for Disabled Veterans Real Estate Tax Exemptions are entered into the VISION 

System as well as into RBS.
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Internal Controls Cont’d
General Limitations of any Controls

• Errors and irregularities may go 
undetected

• Inherent limitations in any control structure

• Limitations include resource constraints, 
legislative restrictions, etc.

Projection to future subject to risk of• Projection to future subject to risk of 
change in effectiveness

• Compliance may deteriorate
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Audit Methodology

1. Evaluated internal control systems 
through completion of questionnairesthrough completion of questionnaires

2. Validated answers to questionnaires by 
sample testing and securing evidence

3. Performed walkthroughs to obtain an 
understanding of the system processes

4. Evaluated regulations, policies & 
procedures and sample test for 
compliance
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Other Observations

7. Establish Process to Validate RBS Users in 
20132013

8. Update REAP Procedures
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Restrict Vendor Network Access

Issue 1

Restrict Vendor Network Access
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Cause
When there are problems with the system, immediate support is 
needed.  This could be during or after business hours.

Issue 1

Effect
There is a risk with vendor support, who has the highest level of 
access permissions, being able to access the system at anytime.  
All  have unique network User-IDs but do not have unique 
application User-IDs to the test and roduction s stems as well 
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pp p y
as direct access to the database. There is limited accountability 
for actions performed in the production system, particularly if 
more than one has logged onto the network at the same time.

Recommendation

We recommend:

1 Unique User IDs should be assigned to each vendor

Issue 1

1. Unique User-IDs should be assigned to each vendor 
support person to provide the needed accountability for 
their work in the system and database.

2. Where possible now and after the support needs for 
Phase II of the RBS Billing System settle down, vendor 
acc ss should be controlled b a ti ting t ly w eaccess should be controlled by activating it only when 
there is an agreed-upon need to enter the system, and 
the access should be disabled once their work has been 
completed.
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Cause

Since this is a vendor system, some of the typical security 
controls are lacking and customizatio mi e .

Issue 3

controls are lacking and customization is limited.

Effect

Unauthorized individuals can apply exonerations and there 
i b kd i th iti ti t l d t l k f
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is a breakdown in the mitigating controls due to lack of 
management’s complete review of the exoneration report.

Recommendation

We recommend:

1 Project Manager Determine if system controls

Issue 3

1. Project Manager - Determine if system controls can be 
added to limit who can apply exonerations at the 
individual level within Revenue.  

Reports should also be reviewed to ensure they 
accurately capture exoneration activity.
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Report Distribution

Audit Committee

(Mr Glover Mrs O’Bannon

Board of Supervisors,   

Non Committee Members(Mr. Glover, Mrs. O Bannon, 
County Manager)

Non-Committee Members

Deputy County Manager for 
Administration

Director of Finance

Internal Audit Staff
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Audit Contact Information

Sharon Thornton, IT Auditor III

Phone: 804 501 7379Phone: 804-501-7379

E-mail: tho89@co.henrico.va.us

Sharon Wade, Auditor III

Phone: 804-501-4210

E-mail: wad01@co.henrico.va.us

Vaughan Crawley, Director of Internal Audit

Phone: 804-501-4292

E-mail: cra85@co.henrico.va.us
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