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Introduction

• IT Auditor III, Sharon Thornton, performed 
audit workaudit work

• Used professional auditing standards
• Examined controls & tested for selective 

compliance
• All exceptions given to Agency
• Reported control design issues & significant 

test exceptions
• Work for same Government we audit
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Background: Oracle HRMS
and Financials

Oracle E-Business Suite provides a complete suite of 
applications for Financial Management and Humanapplications for Financial Management and Human 
Capital Management that capture, report and perform 
various finance and human resource transactions.  

The County purchased the Oracle Financials and 
HRMS applications to support Finance, Human 
Resources, and Schools.esou ces, a d Sc oo s

This is a Commercial Off-the-Shelf (COTS) Enterprise 
Resource Planning (ERP) system purchased from 
Oracle.
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Source: System Assessment Sheet

Background: Modules

•
The modules used within the System are:
• General Ledger

• Payables

• Receivables

• Purchasing

• Fixed Assets 

• Core Human

• Oracle Advanced Benefits

• Oracle Time and Labor

• Transfer (IDT) Application

• Custom MAPS Apex   
Histor  A lications• Core Human                         

Resources

• IProcurement

• Public Sector Budget

y pp
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Source: System Assessment Sheet
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Background: Oracle 
Support Group

The Oracle Support Group consists of at least one 
representative from Finance Humanrepresentative from Finance, Human 
Resources, Schools, and Information Technology

Department/Agency Support Group Representative

Finance Information Technology Project Manager

Human Resources HRMS Division Manager

Schools Information Technology Project Leader

M
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Source: Oracle System 
Processes and Procedures

Information Technology Information Technology Project Manager

Background: Oracle 
Support Group Responsibilities

The group is accountable for:

• Developing and implementing the standards and procedures that 
will be used in conj t ou ty’s Owill be used in conjunction with the County’s Oracle systems and 
insuring that those standards and procedures are adhered to by all 
users,

• Administering all upgrades, changes, modifications, or 
customizations to the County’s Oracle system through the use of 
testing and implementation procedures and standards set by the 
group,

• Insuring the security and integrity of the data and information• Insuring the security and integrity of the data and information 
maintained in the County’s Oracle systems, and

• Maintaining the accuracy of the County’s records by insuring that 
problems and issues with the County ‘s Oracle systems are 
addressed in a timely and thorough manner.
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Source: Oracle System 
Processes and Procedures
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Internal Controls Cont’d
General Limitations of any Controls

• Errors and irregularities may go 
undetected

• Inherent limitations in any control structure

• Limitations include resource constraints, 
legislative restrictions, etc.

Projection to future subject to risk of• Projection to future subject to risk of 
change in effectiveness

• Compliance may deteriorate
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Audit Methodology

1. Evaluated internal control systems 
through completion of questionnairesthrough completion of questionnaires

2. Validated answers to questionnaires by 
sample testing and securing evidence

3. Performed walkthroughs to obtain an 
understanding of the system processes

4. Evaluated regulations, policies & 
procedures and sample test for 
compliance
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Issue 1

Show Clear Evidence of Developer 
and User Testing in Redmine
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Criteria
Issue 1

Testing is a requirement of common Change 
Control Procedures.

In a test of 10 issues related to HR and Finance 
modules sampled from the County’s issue tracking 
and project management system, Redmine, only 4 

Condition
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showed evidence of developer testing and only 5 of 
9 completed system changes showed evidence of 
user testing.  2 of the 10 had neither evidence of 
developer testing or user testing.
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Cause
Issue 1

Many of the changes are minor.  Minimum testing 
is needed and entering it into Redmine is 
overlooked.

Effect

There is no evidence of or accountability for 
testin  when it is not clearl  documented in 
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g y
Redmine or elsewhere in hard copy.

Recommendation
Issue 1

We recommend evidence of developer and user 
testing be clearly documented in Redmine issuestesting be clearly documented in Redmine issues.
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Common business practices require written 
policies and procedures o ified n d

Criteria
Issue 2

policies and procedures be modified as needed.
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Condition
Issue 2

Currently the “Oracle System Processes and 
Procedures” manual that contains the change controlProcedures  manual that contains the change control 
procedures for Oracle E-Business does not have 
anyone assigned to keep it up-to-date nor a schedule 
for updates.

This manual is shared between the Oracle Support 
Grou  team com osed of staff from Information 
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p p
Technology, Finance and Human Resources and is 
referenced as needed during projects. 

There have been some changes in the change control 
procedures that have not been updated in the manual.
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The manual was developed during the STEP project to 
i i l i t th HRMS M d l T i i

Cause
Issue 2

aid in rolling out the HRMS Module.  This is a 
comprehensive manual which defined all the HRMS 
processes at that time.  Only one section pertains to 
the change control procedures. 

Effect
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Effect
The manual is no longer related to current change 
control processes and cannot serve as a reliable 
resource in the event of changes in current personnel.  

Recommendation
Issue 2

1. At a minimum, an annual schedule should be set 
for updates t the change ontrol procedures in thfor updates to the change control procedures in the 
manual.  One individual should be assigned to 
these updates.  The scope of the updates should 
result from a collaborative discussion in the Oracle 
Support Group.
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2. Consideration should be given to separating the 
change control procedures into a separate manual 
for use by the Oracle Support Group.

County of Henrico 
Internal Audit Report #240 
Oracle E-Business Change Control





8/8/2013

16

Document “Lessons Learned” during 
Projects

Issue 3

There was no evidence found of “Lessons 
Learned” being documented during projects to 
ensure such learnings were captured for 
consideration when mana in  future s stem 
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g g y
changes.

Recommendation
Issue 3

1. A step for “Lessons Learned” should be added 
to change control pr cedures in the “Oracleto change control procedures in the Oracle 
System Processes and Procedures” manual.

2. “Lessons Learned” should be documented 
during each large project.  This would include 
processes that could be performed in a better
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processes that could be performed in a better 
way in the future such as timing, 
communications, testing and/or other processes 
during the project.
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Report Distribution

Audit Committee

(Mr Glover Mrs

Board of Supervisors,   

Non‐Committee Members(Mr. Glover, Mrs. 
O’Bannon, County Manager)

Non‐Committee Members

Deputy County Manager for 
Administration

Directors of Finance, Human 
Resources, and Information 
Technology

Internal Audit Staff

37County of Henrico Internal Audit 

Audit Contact Information

Sharon Thornton, IT Auditor III
Phone: 804-501-7379

E-mail: tho89@co.henrico.va.us

Vaughan Crawley, Director of Internal Audit
Phone: 804-501-4292

E-mail: cra85@co.henrico.va.us
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