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Introduction

• IT Auditor III, Sharon Thornton, performed audit 
workwork

• Used professional auditing standards

• Examined controls & tested for selective 
compliance

• All exceptions given to Agency

• Reported control design issues & significant test 
exceptions only

• Work for same Government we audit
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Background
There are 2 database administrators that support Oracle 
Enterprise databases.

There has been a trend of moving away from Oracle Enterprise 
databases.  
• This is impacted by what databases the application vendors support 

and the platform they use for development.  

• Analysis of department needs, performance, cost, and available 
hardware/software determines the appropriate database to be 
selected.  

• Additionally, a system using a Linux operating system requires an 
Oracle database.

Oracle Enterprise licenses are perpetual which means the same 
license can be used for multiple versions. The current licenses 
were purchase over 15 years ago.
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• Keep databases secure

Background: Oracle Enterprise 
Database Administrators’ Goals

• Keep databases secure

• Keep databases running efficiently

• Keep databases available 24X7
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Source: Information Technology Project Leader
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Background: Oracle Enterprise
Databases Supported

Database 
Versions

Number of 
Databases

Some of the Applications whose data is maintained in Oracle Enterprise databases are:
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Background: Oracle Architecture
Client Process
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Internal Controls Cont’d
General Limitations of any Controls

• Errors and irregularities may go undetected

• Inherent limitations in any control structure 
including:
– resource constraints

– legislative restrictions, etc.

• Projection to future subject to risk of change in 
effectivenesseffectiveness

• Compliance may deteriorate
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Audit Methodology

1. Evaluated internal control systems through 
completion of questionnairescompletion of questionnaires

2. Validated answers to questionnaires by sample 
testing and securing evidence

3. Performed walkthroughs to obtain an 
understanding of the database administration 
processesprocesses

4. Evaluated policies and procedures and sample 
tested for compliance
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Issue 1

Implement User Password Security in 
Community Development System
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Condition

, the County’s central Community Development application, 
has one of two Oracle databases purchased by the County where the 
application users are authenticated through the database he

Issue 1

application users are authenticated through the database instead of the 
application. 

Application users are not required to change their passwords as this 
would require them to directly enter the database to make the changes, 
which is not desirable.  Only the system administrators are required to 
change their own passwords.

Within the application there is a password han b tton that is notWithin the application there is a password change button that is not 
operational.

There are plans to replace the  and requirements are 
currently being written for the RFP.  One of the requested features will 
be integration with Active Directory which will eliminate the existing 
password problems.
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Effect

Without periodic password expiration, if an individual who is able to 
reach the login screen learns another user’s ID and 
password t ey could e h t information to gain inappropriate access

Issue 1

password, they could use that information to gain inappropriate access 
to the system indefinitely.

There are risks that this may not be resolved in the system replacement 
process as not all requirements in an RFP are generally obtainable 
when discussions begin with the various vendors.

Cause
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 is an old system that does not have certain password security 
controls that are common for the number of system users.  The 
software has been acquired by another company, , that no 
longer has technical staff familiar with the system.

Criteria

ISACA’s Cobit 5 DSS05.04  Manage User Identity and 
Logical Access states “Ensure that all users have 

Issue 1

information access rights in accordance with their 
business requirements and co-ordinate with business 
units that manage their own access rights within 
business processes”.  

It goes on to state, “authenticate all access to 
information assets based on their securityinformation assets based on their security 
classification, co-coordinating with business units that 
manage authentication with applications used in 
business processes to ensure that authentication 
controls have been properly administered”.
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Issue 2

Ensure Offsite Backup Frequency 
and Retentions Meet Business 

Needs
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Condition

Based on the four databases sampled, the offsite backups 
(full server backups that include the databases) are 

Issue 2

performed weekly.  

The backups are:
• sent offsite at the end of the week and 
• returned to the County data center the following week 

where they will be kept two additional weeks.

This means that if a disaster occurred which destroyed the y
data center and servers located there on Thursday, for 
example, there could be up to four days of transactions that 
would be lost if the County relied on the offsite backup to 
recover.
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Effect

Insufficient offsite backups could create significant 
data loss in the event of a disaster destroying the 

Issue 2

data center and the servers located there.

Cause
Employees responsible for backups retired and the 
team currentl  res onsible is in the process of 
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y p p
catching up.  This team is also in the process of 
upgrading the backup tools, policies, and 
procedures with an expected completion by the 
end of July 2015.

Criteria

ISACA Cobit 4.1 DS4.9 Off-site Backup Storage states,

• Store off-site all critical backup media, documentation and 
th IT f IT d b i

Issue 2

other IT resources necessary for IT recovery and business 
continuity plans.

• Determine the content of backup storage in collaboration 
between business process owners and IT personnel. 
Management of the off-site storage facility should respond to 
the data classification policy and the enterprise’s media 
storage practices IT management should ensure that offsitestorage practices. IT management should ensure that offsite 
arrangements are periodically assessed, at least annually, for 
content, environmental protection and security.

• Ensure compatibility of hardware and software to restore 
archived data, and periodically test and refresh archived data.
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Other ObservationOther Observation

The following slides include an observation noted during 
our review which was not considered critical in reaching our
conclusions on our audit objectives.
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Set Password Profile Values to 
Recommended Settings

The Henrico County Password Policy does not define 
O l E t i d t b d fil tti

Other Observation 1

Oracle Enterprise database password profile settings. 
Password profiles in the databases are not tied to this 
policy except for complexity. Below are the current 
password profiles settings for the sample databases:
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ISACA's Security, Audit and Control Features 
Oracle Database 3rd Edition recommends the

Other Observation 1

Oracle Database 3rd Edition, recommends the 
following settings:

Failed Login Attempts:      5                                   

Password Life Time:       90  

Password Grace 3Password Grace Time:     3

Password Lock Time:       1

Password Reuse Time:  90
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Recommendation

Adjust profile parameters for passwords to 
recommended settings or stronger settings (i e

Other Observation 1

recommended settings or stronger settings (i.e., 
Password Reuse Time 365 days).
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Report Distribution

Audit Committee

(Mr Glover Mrs O’Bannon

Board of Supervisors,   

Non Committee Members(Mr. Glover, Mrs. O Bannon, 
County Manager)

Non-Committee Members

Deputy County Manager for 
Administration

Director of Information 
Technology

Internal Audit Staff
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Audit Contact Information

Sharon Thornton, IT Auditor III

Ph 804 501 7379Phone: 804-501-7379

E-mail: tho89@henrico.us

Vaughan Crawley, Director of Internal Audit

Phone: 804-501-4292

E il 85@h iE-mail: cra85@henrico.us
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