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Introduction

• IT Auditor III, Sharon Thornton, performed audit 
work

• Used professional auditing standards

• Examined controls & tested for selective 
compliance

• All exceptions given to Agency

• Reported control design issues & significant test 
exceptions

• Work for same Government we audit
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General Government Finance Payroll
(G Payroll)

The Finance Payroll Section audits and approves payrolls, 
issues manual checks, payroll direct deposits, records all 
payroll deductions, deposits taxes withheld, and completes 
required reporting of such activity.

Finance Payroll processes approximately 22,255 payroll 
direct deposits per month.

Source: Finance Approved Budget 2016-2017

During FY16, Finance Payroll issued 155 manual paychecks to 
government and 477 manual paychecks to school employees.
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*Schools use a third-party consultant for procedures compliance with regulations.

There are a number of sequential events that must be completed by 
both entities to avoid negatively impacting G Payroll and the transmittal 
of the interface files to the disbursing institutional bank and other third 
party administrators.

General Government 
Human Resources

HRMS Team
(G HR)

Henrico County 
Public Schools

Finance – Payroll
(S Payroll)

Timekeeping √ √

Recordkeeping and functions 
related to payroll processing

√

(for every County
department and agency)

√

(for every School 
including Transportation 
and Nutrition)

Timely and accurate 
completion of the bi‐weekly
and monthly payroll

√ √

Responsibilities of Other Teams
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Oracle HRMS

Oracle HRMS is the primary source of employee and 
employment related information and is the repository 
for all pertinent internal financial and non-financial 
employee information with regard to payroll.

The HRMS system is supported by a multifunctional 
team representing both the General Government and 
Schools.  This team ensures the system is properly 
secured and that necessary changes are implemented 
properly.

System updates are provided by the Oracle vendor to 
facilitate compliance with certain legal requirements.  
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Govt Payroll Calendar

Source: HR Intranet

General Government 
Payroll is run bi‐weekly
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Schools Payroll Calendar

Source: HCPS Intranet

Payroll is run for 
some Schools 
employees (e.g. 
Construction and 
Maintenance, 
School Nutrition, 
and Central Office 
staff) on a biweekly 
basis.
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Schools Payroll Calendar

Source: HCPS Intranet
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Payroll is run for 
some Schools 
employees (e.g. 
Teachers and 
Instructional 
Staff) on a 
monthly  basis.
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Internal Controls Cont’d
General Limitations of any Controls

• Errors and irregularities may go undetected

• Inherent limitations in any control structure

• Limitations include resource constraints, 
legislative restrictions, etc.

• Projection to future subject to risk of change in 
effectiveness

• Compliance may deteriorate
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Audit Methodology

1. Evaluated applicable regulations, policies & procedures 
and sample tested for compliance

2. Performed walkthroughs to obtain an understanding of 
the application system processes

3. Validated processes though observations, sample 
testing and securing evidence
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Enhance Processes When 
Timecards Not Approved by Direct 

Supervisors
(G HR)
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Issue 1

Condition
1) Timekeepers send emails to G HR Transactions to 

push timecards to other department supervisors for 
approval when direct supervisors are not available to 
approve them before the deadline.

All emails did not indicate to whom the timecards were 
to be pushed.

2) Timekeepers may also request G HR Transactions to 
push timecards for approval within the G HR 
Transactions team when department supervisors are 
not available.

The direct supervisor was not always copied on the 
request nor on the response from G HR Transactions.  
Additionally, the system approval notification only 
goes to the employee when the timecard is approved.
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Issue 1
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Effect
1. G HR Transactions has to take time to look up 

alternate supervisors when they are not indicated by 
the timekeeper.  

2. Direct supervisors may not be aware of incorrect time 
entered on the timecard and the need for a 
subsequent retroactive timecard to make corrections.

3. Limited documentation on G HR Transactions 
timecard approvals

Cause
Oversight in instructions to timekeepers and by G HR 
Transactions staff

Criteria
Supervisors should be aware that their direct reports 
enter appropriate time.
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Issue 1

Recommendation

G HR Transactions should:
1. Instruct timekeepers and gatekeepers that:

– emails to G HR Transactions should clearly state to whom 
timecards should be pushed (e.g. name of alternate 
approver).

– the Direct Supervisor should always be copied on the 
emails, if requesting another approver.

2. Reinforce including Direct Supervisor on 
email replies when G HR Transactions 
pushes for approval.
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Issue 1
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Management Action Plan
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1. Require additional information from 
timekeepers regarding reason for push 
request and alternate approver.

Departmental timekeepers must provide 
detail information on push requests:
• Reason for push
• Name of alternate approver
• Name of Direct Supervisor

Issue 1

Management Action Plan
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2. In the absence of an appropriate approver, G 
HR Transactions will document that the 
timecard was approved by HR on the push 
request follow up email which will include the 
Direct Supervisor.

By Whom: HRMS/Oracle Division Manager
When: 4/26/2017

Issue 1
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Other Observation
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The following slides include an additional 
observation noted during our audit which
was considered less critical in reaching our 
conclusions on the audit objectives.

Review and Update the HRMS Process and 
Procedures (G Payroll)

The HRMS Process and Procedures document has not been 
kept up-to-date to consistently reflect the current environment.  
As such, users have no updated tool for reference and training 
purposes.

Changes observed since the last update on 5/9/2016 included, 
but may not be limited to, the following:
• Many names of people who are no longer with the County as well as 

suppliers who no longer provide services.
• 7.5 - Police, Fire, and Sheriff Time Processes - Police and Sheriff 

are no longer part of this  process.
• 9.3 - Interfaces – Savings Bonds are no longer part of the Payroll 

process.
• 10.4 Costing & Appendix 4 – A known error and work around in the 

costing process related to multiple assignments are not mentioned.
• 10.5 Costing – Procedures reflect reports not currently used and do 

not mention the reports that are used.
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Other Observation 1
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Recommendation

Review and update the HRMS Process and 
Procedures document:
• Names of people should be changed to 

positions so they won’t need updating as 
frequently.

• As processes change, the procedures should 
also change.

• An annual review should be initiated.
• Show date last updated, not date last saved.
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Other Observation 1

Management Action Plan

28County of Henrico Internal Audit 

Update the HRMS Process and Procedures 
document as time permits by removing names 
and updating screen shots to current version of 
Oracle.

By Whom: Payroll System Administrator
When: 9/30/2017

Other Observation 1
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Audit Contact Information

Sharon Thornton, IT Auditor III

Phone: 804-501-7379

E-mail: tho89@henrico.us

Vaughan Crawley, Director of Internal Audit

Phone: 804-501-4292

E-mail: cra85@henrico.us
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