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Internal Audit Report on
RCS Cashier System

Post-Implementation Review

Audit Summary

• Scheduled Audit
• Conclusions on Audit Objectives – see 

slide 16
• Exception Oriented
• No reportable Issues and 2 Other 

Observations
• Control Improvements Implemented during 

the Audit 
• Management Action Plans have been  

developed to address all risks identified
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Contents

• Introduction and System Information
• Scope, Internal Controls, and Methodology
• Conclusions on Audit Objectives
• Issues and Management Action Plans
• Closing and Report Distribution
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Introduction

• IT Auditor III Sharon Thornton, performed audit 
work

• Used professional auditing standards as a 
general guideline

• Examined controls & tested for selective 
compliance

• All exceptions given to Agencies
• Reported control design issues & significant test 

exceptions only
• Work for same Government we audit
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System Information

County of Henrico Internal Audit 5

Vendor – PCI, LLC

RBS Billing System
RCS Cashier System

RCS Implementation
and Maintenance Support
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The RCS Cashier System went live 02/05/2018.

License fees of $130,000 were a one-time cost 
paid for the software purchased.

On-going maintenance/support costs are 20% of 
the software license cost ($26,000 annually).  
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RCS Cashier System Objectives

The primary goal of the implementation was to replace the legacy 
CORE cashier system which was no longer supported by the vendor.

The primary objectives were to have a system that:
• integrates with RBS Billing System
• provides real time updates to the RBS Billing System
• scans checks at the counter
• accurately processes payments
• provides standard workload reports
• records receipts by tender
• provides receipts
• provides the ability to process custom reports 
• provides settlement reports by user and location
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RCS Interfaces and Data Flows
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Treasury Payment Options

Options

Western Government 
Center Cashiers’ Office

Eastern Government Center Cashiers’ Office

Drop Box (WGC & 
EGC)

Lockbox processed by Wells Fargo

Debit Cards through 
BB&T

Electronic Bill Pay processed by Wells Fargo

Wire Transfers Paymentus (credit, debit & eChecks)
PayNearMe ACH
By Phone PIV
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DPU Payment Options

Only DPU Payments Excepted

Options
One dedicated Cashier (currently 
vacant) at Eastern Government 
Center Treasury Cashiers’ Office

One Primary Cashier and 6 Backup 
Cashiers at Western Government 
Center DPU Cashier Office

Debit Card through BB&T Lockbox processed by Wells Fargo

Paymentus (credit, debit & eChecks) Electronic Bill Pay processed by Wells 
Fargo

PayNearMe
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Internal Controls
Objectives

• Reliability and integrity of information

• Compliance with policies, procedures, laws and 
regulations

• Safeguarding of assets

• Effectiveness and efficiency of operations
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Internal Controls Cont’d
General Limitations of any Controls

• Errors and irregularities may go undetected

• Inherent limitations in any control structure which
include resource constraints, legislative 
restrictions, etc.

• Projection to future subject to risk of change in 
effectiveness

• Compliance may deteriorate
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Issues

No Reportable Issues
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Other Observations

The following slides include additional observations 
noted during our audit which were considered less 
critical in reaching our conclusions on the audit 
objectives.
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Other Observations

1. Implement Annual User Access Reviews (Treasury 
& DPU)

2. Document Reason for Each Reversal on Receipt 
Tickets (Treasury)
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Implement Annual 
User Access Reviews

(Treasury & DPU)
While system access was reviewed during the audit, 
an on-going annual RCS user access review has not 
yet been implemented by the business users of the 
system.  The System was implemented 2/5/2018 
and it was envisioned that these reviews would be 
performed annually.
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Recommendation:

a) Treasury should request RCS User Access 
Reports from Information Technology annually to 
perform a user access review.

b) DPU should request RCS User Access Reports 
from Information Technology annually to perform 
a user access review.
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OO1Implement Annual 
User Access Reviews

(Treasury & DPU)

a) An RCS User Access Report from Information Technology 
will be requested annually to perform  a user access 
review.

By whom:  Treasury Division Director
Expected completion date: 7/08/2020

b) DPU will request User Access Reports for RCS from 
Information Technology annually to perform a user access 
review.    (A review was done during the audit and no 
issues were noted).

By whom: Customer Service Supervisor
Expected completion date: 7/1/2021
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OO1

Management Action Plans
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Document Reason for Each 
Reversal on Receipt Tickets

(Treasury)
Currently, Cashiers are not required to write the 
reason for the manual reversal on the Receipt 
Tickets included in their Teller Settlements.  The 
two reports associated with manual reversals -
Daily Manual Reversals Report and Daily 
Supervisor Authorizations Report do not show 
reasons.  It is not uncommon for tellers to write 
notes on the receipts in the Teller Settlements.
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OO2

Recommendation: 

To provide a record of the purpose of the manual 
reversals, Cashiers should write a note with the 
reason for each reversal on the Receipt Ticket 
which is included with the Teller Settlement.
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OO2Document Reason for Each 
Reversal on Receipt Tickets

(Treasury)
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Cashiers will document the reason for each manual reversal 
on the Receipt Ticket which is included with the Teller 
Settlement

By whom: Treasury Cashiers

Expected completion date: 7/16/2020
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OO2

Management Action Plans

Control Improvements
Implemented during the Audit

# Control Weakness Observed Control Improvement Implemented
C.1

C.2

Accounting Treasury Settlement 
Process procedures did not have 
sufficient information on 
Lease/Mortgage and Debt Set-
Off (DSO) transactions.

Treasury – Interns no longer with 
the County were still active in 
Active Directory and RCS.

During the issue review process, the 
procedures were updated to include 
additional information related to 
Lease/Mortgage and DSO transactions.

During the issue review process, all access 
was removed from interns in Active 
Directory and RCS.
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Audit Contact Information

Sharon Thornton, IT Auditor III

Phone: 804-501-7379

E-mail: tho89@henrico.us

Vaughan Crawley, Director of Internal Audit

Phone: 804-501-4292

E-mail: cra85@henrico.us
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