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Summary

Scheduled Audit
Conclusions on Audit Objectives:
Controls are sufficient related to:
@ Examine and report on adequacy of internal controls over wire transfers
(in and out) as well as ACH transactions
B Review the safeguarding of bank account access information
I Review supporting documentation for wire transfers to determine if only
authorized transactions are processed
B Trace wire transfers to bank statements and determine if wire transfers
are recorded accurately and timely

Exception Oriented
No reportable Issues
No Management Action Plans necessary

@ Insufficient-immediate Attention /\ Improvement Needed [ Sufficient
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Introduction

. Audli(tor lIl Joyce Aikor-Richardson performed audit
wor

» Used professional auditing standards
» Examined controls & tested for selective compliance
 All exceptions given to Agency

» Reported control design issues & significant test
exceptions

* Work for same Government we audit
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Background
Electronic funds transfer:

« Computer-based systems used to perform
financial transactions electronically

« Examples:
»Buying and selling investments
»Health Plan Claims

»Debt Payments and Payrolls

L) Advantages of
Electronic Funds Transfers

* Provides convenience

 Provides highly dependable,
efficient payment system

 Eliminates lost, forged, and/or stolen
checks

* Increases security

* Provides funds on payment dates
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Advantages of
Electronic Funds Transfers

Sure and effective way to comply with the
Prompt Payment Act

Fully traceable payments

Lower operating cost through reduced
manual payments processing

Streamlined operations

Types of

i Electronic Funds Transfers

Wire transfer — electronic funds transfer method usually
from one bank account to another bank account. The
County makes health plan payments, payments to
employee benefits providers, etc. using this method.

Electronic Data Interchange (EDI) Deposits — an
electronic funds transfer process whereby the County
typically receives funds from the state and federal
government (e.g. grants) and various other payments.

Automated Clearing House (ACH) — an electronic funds-
transfer system run by NACHA (formerly National
Automated Clearing House Association). This payment
system typically deals with payroll, direct deposit, tax
refunds, tax payments, and more.
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;Ju|y 1, 2018 To March 31,2019

Electronic Fund Transfers - July 1, 2018 to March 31,2019

®EFTIn = EFT Out

$433,593,415 of the $492,255,584.67 “EFT In” is made up of EDI deposits from the Commonwealth of Virginia.
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Audit Scope
All Electronic Funds Transfers
July 1, 2018 to March 31, 2019
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Internal Controls
Objectives

Reliability and integrity of information

Compliance with policies, procedures,
laws and regulations

Safeguarding of assets
Effectiveness and efficiency of operations
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Internal Controls Cont'd
General Limitations of any Controls

Errors and irregularities may go
undetected

Inherent limitations in any control structure
Limitations include resource constraints,
legislative restrictions, etc.

Projection to future subject to risk of
change in effectiveness

Compliance may deteriorate
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Audit Methodology

» Determined electronic funds transfer-related
processes and control procedures

 Evaluated strengths and weaknesses of
control procedures

* Randomly sampled recorded transactions and
traced to supporting documents for accuracy
and compliance with policy
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Conclusions on
Audit Objectives

@ Examine and report on adequacy of internal controls over
wire transfers (in and out) as well as ACH transactions

m Review the safeguarding of bank account access
information

Review supporting documentation for wire transfers to
determine if only authorized transactions are processed

® Trace wire transfers to bank statements and determine if
wire transfers are recorded accurately and timely

@ Insufficient-Immediate Attention A Improvement Needed O Sufficient 14
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~ |ssues and Other Observations

None
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Closing

» Appreciate Agency’s cooperation
* No Follow up for this Audit

16

16



County of Henrico
Internal Audit Report #275
Electronic Funds Transfer

Report Distribution

Audit Committee Board of Supervisors,
(Mrs. O’Bannon, Mr. Thornton, | Non-Committee Members
County Manager)

Deputy County Manager for | Director of Finance
Administration

Internal Audit Staff

17

17

Audit Contact Information

Joyce Aikor-Richardson, Auditor Il
Phone: 804-501-4493
E-Mail: aik11@henrico.us

Vaughan Crawley, Director of Internal Audit
Phone: 804-501-4292
E-Mail: cra85@henrico.us
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